Generic AAA based provisioning of Network Elements.

The concepts of Generic AAA are described in RFC2903 [1] (Generice AAA Architecture) and RFC2904 [2] (Authorization Framework). Several group members of the Advanced Internet Research Group at University of Amsterdam are researching the Generic AAA principles in both a formal and empirical way. The outcome of this research is aimed at developing an Open Grid Services Architecture (OGSA) based open source toolkit for a J2EE platform that will enable application developers to incorporate Generic AAA functions as part of their workflow management. The research is funded both by the EU/IST DataTAG project and the Dutch National Research Network SurfNET.  The research uses the problem of on demand provisioning of network connections abstracted as Grid Network Elements (NEs) across multiple administrative domains as a proof of concept. The research provides input towards standards bodies such as the IETF, IRTF and GGF.

Principles of Generic AAA.

Authorizations may be represented by requests and associated policy based decisions resulting in a reply or action. In our research authorizations are handled by Generic AAA system components.  An authorization can be considered as a conditional right that shares a logic and semantic part. When exercised, this conditional right leads to a reply or action. In our research we clearly separate the logic and semantic concepts and handle them separately. The goal of this separation is to allow logical communication of authorization decisions in a distributed fashion without considering the semantic details. The semantic details are transported to parts within a specific domain that understand them. Only logic decisions are understood between domains. Below diagram presents the basic concepts around Generic AAA. The inner part of a Generic AAA system is called the Rules Based Engine (RBE) and consists of a part that is capable of processing policy rules that drive the system from a logic perspective.  Application Specific Modules (ASMs) form the bridge between the logic inner world and the semantic outside world. ASMs are capable of translating logic policy decisions into meaningful actions that interface with the outside world. In the other direction, ASMs translate meaningful states or events into conditions that are evaluated within a particular policy rule.  AAA requests are messages, when received by the RBE, fetch a corresponding driving policy rules that will evaluate the request and so determine the workflow that will lead to a policy decision and corresponding policy actions. Policy actions may result in replies or may drive event in the outside world. Users, ASMs from other Generic AAA systems or RBE's may generate AAA requests. ASM intervention is required when further semantic breakdown of a request is desired. These mechanisms will enable networks of AAA servers to evaluate a distributed set of policies. Individual administrative domains may independently and autonomously determine driving policies, thus enabling creation of flexible multi-domain authorization scenarios.
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Demonstration of Bandwidth on Demand service based on Generic AAA.
A first version of  a simple  Bandwidth on Demand service based on  Generic AAA concepts was demonstrated during iGrid2002 [3] and SC2002. We defined an AAA request message for a typical BoD request using XML and constructed a corresponding policy admitting the requestor. Our test bed consisted of two SNMP manageable 802.1Q VLAN switches, four hosts and an AAA server (see below figure). The AAA server controls both switches and is aware of the available capacity of the connection. Stations could request a VLAN to be uniquely provisioned between itself and any other station. First implementation was written using Java / servlet technologies. The current version uses a J2EE environment using SOAP/XML based messaging. 
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